NMamaTtka gna oby4arowmxcsa o6 nHpopmaLMOHHOM
Ge3onacHoCcTU geTen

Henb3sa

» Bcem noapaza coobliaTh CBOK YacTHYO MHpopMaLMIo (HacToAlmMe UMA, pamuaunio, TenedoH,
agpec, Homep LWKO/bI, a TakXe doTorpadun cBom, CBOEN cemMbU N Apy3ent);

» OTKpbIBaTb BIOXKEHHbIE $aliNbl 31€KTPOHHOM NOYTbI, KOr4a He 3HaelWb OTNPaBUTeNs;

» [pybuTtb, NpUAMpPaTbhCs, OKasbiBaTb AaB/IeHUE - BECTU ceba HEBEXK/IMBO M arpecCcUBHO;

» He pacnopsKalica AeHbramv TBoei cemby 6e3 paspelleHuns CTaplmx - Bcerga cnpawmvsai
poaunTenei;

» He BcTpeyalica ¢ MHTepHET-3HaKOMbIMW B peasibHOM KMU3HU - MOCOBETYINCA CO B3POC/bIM,
KOTOpOMY A0BepsieLlb.

v/ He Bce nuwyT npasay. YnTaews o cebe Henpasay B MHTepHeTe - coobim 06 3ToM CBOMM
POAUTENAM UM OMEKyHaM;

v TpurnawaroT nepenmncbiBaTbCA, UrpaTb, 0BMEHMBATLCA - MTPOBEPb, HET 1N MOABOXA;

v He3akoHHoOe KonupoBaHue $ainos B MHTepHeTe - BOPOBCTBO;

v Bcerpga paccka3sblBali B3pOC/ibiM 0 Npobiemax B CETM - OHM BCeraa NoMoryT;

v' Mcnonb3yi HacTpoMKK 6e30MacHOCTU U MPUBATHOCTU, YTOBbI HE NOTEPATb CBOM aKKayHTbI B
COLLCETAX M APYrMX NopTanax.

MoxHo

X3

A

YBaxkal Apyrux nonb3osaTeneu;

Monb3yewbcs MHTEPHET-UCTOYHUKOM - AieNall CCbI/IKY HA HEro;

OTKpbIBall TONIbKO TE CCbIIKK, B KOTOPbIX YBEPEH;

O6paLaTbCcA 32 NOMOLLBIO B3POC/bIM - POAUTENN, ONEKYHbI M aAMUHUCTPALLMA CAaNTOB BCeraa
nomoryT

e
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MHcopmaumoHHasa namMsaTka gna oby4yarowmxcs ana pasMmeleHus Ha
odpmumanbHbIX UHTEPHET-pecypcax

C kaxabIM roIoM MOJIOAEXN B UHTEPHETE CTAHOBUTLCS OOnMbLUe, a LUKONbHUKU OOHW 13
caMbIX aKTMBHbIX Nonb3oBaTtenen PyHeTta. Mexay TeM, MOMUMO OFPOMHOI0 KonnyecTsa
BO3MOXXHOCTEWN, UHTEPHET HEeCeT 1 NpobnemMbl. ATa NnaMsaTka OOMKHA NOMOoYb Tebe
©e30nacHO HaxoauUTbCS B CETH.

KoMnbroTepHble BUPYCbI

KoMnbloTepPHBIM BUPYC - 3TO Pa3HOBUOHOCTb KOMMbIOTEPHbLIX NPOorpamMm,
OTNINYMTENBHOM OCODEHHOCTBLIO KOTOPON ABMSETCHA CNOCOOHOCTL K pa3MHOXEHU0. B
AOMOMHEHWE K 3TOMY, BUPYCbl MOTYT MNOBPEAUTb UMW NOMHOCTBIO YHUYTOXUTbL BCE
hannbl N JaHHbIE, NOAKOHTPOSbHbIE MOMb30BaTEN0, OT UMEHWN KOTOPOro Obina
3anyLueHa 3apaxeHHasi NnporpaMma, a Takke NoBpeanTb U Aaxe YHUYTOXUTb
onepaumoHHY CMCTEMY CO BCeMu hannamm B Lenom. B 6onblunMHCTBE crnyyaes
pacnpoCTPaHATCA BUPYCbl Yepe3 UHTEPHET.



MeToAabl 3almUThbI OT BPeOOHOCHbLIX NnporpamMmm.

1. cnonb3yn coBpeMeHHbIe ornepaunoHHble CUCTEMbBI, UMEKLLME CEPbE3HbBIN YPOBEHDb
3aWmnTbl OT BPEOOHOCHbLIX NPOrpamm;

2. MNMocTosiHHO ycTaHaBnMBan nayTn (UM pPoBbLIE 3anaTku, KOTOPble aBTOMaTUYECKN
yCTaHaBNMBAKTCA C Lenblo 4opaboTkn nporpammebl) U apyrne oOHOBNEHUS CBOEN
onepaumoHHon cuctemMbl. CkadmBanm UX TONbKO C OpuumanbHOro canta
paspaboTtunka OC. Ecnu cyecTByeT pexxmm aBTOMaTn4yeCcKoro oGHOBIEHNS,
BKITHOUU €rO;

3. PaboTain Ha cBoeM KoMNbloTEPE NOA NpaBaMu Nosib3oBaTens, a He
agMUHUCTpaTopa. OTO He NO3BOSIUT BONbLLUMHCTBY BPEAOHOCHbLIX MporpamMmm
MHCTanNMpoBaTbCA Ha TBOEM NepPCOHarlbHOM KOMMbIOTEPE;

4. Vicnonb3yn aHTUBMPYCHbIE NPOrpaMMHbI€ NPOAYKTbl U3BECTHbLIX NPOU3BOAUTENEN, C
aBTOMaTmn4yecknm obHosneHnem 6as;

5. OrpaHnyb PU3N4eCKMin AOCTYN K KOMNbIOTEPY OS5 NOCTOPOHHNUX UL

6. Vicnonb3ayi BHELLHME HOCUTENW NHpOopMaLUMn, Takne Kak coneLuka, AUCK unn gamnn ms
WHTEepHeTa, TOSTbKO U3 NPOBEPEHHbIX NCTOYHWUKOB;

7. He oTKpbIiBan KOMMNbOTEPHbIE (hannbl, NONyYEeHHbIE N3 HEHAAEXHbIX MCTOYHUKOB.
[axe Te dpannbl, KOTOpble NpUcan TBOM 3HaKOMbIW. Jly4dlle yTOYHW Yy Hero,
OTNpaBnsAn nm oH Tede ux.

Cetun WI-FI

Wi-Fi - 3TO He BuA nepefayun AaHHbIX, HE TEXHOMNOrMs, a BCero Nnuiwb 6peHa, mapka.
Ewe B 1991 rogy HMaepnaHackasa komnaHus 3apernctpuposana 6peng "WECA", uyto
obo3Hauano cnosoco4veTtaHne "Wireless Fidelity", koTopbin nepeBoguTca Kak
"GecnpoBogHas TOYHOCTL".

[lo Hawero BpemeHu gowna gpyras abbpesmaTtypa, KoTopasi ABfsieTCA TaKOW e
TexHonornen. 3to abbpesnartypa "Wi-Fi". Takoe HazBaHue 6GbIN0 4aHO C HAMEKOM Ha
cTaHdapT BbicLwen 3BykoBon TexHukn Hi-Fi, 4To B nepeBoae o3HavaeT "BbiCcoKas
TOYHOCTL".

[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kadie, OTENSAX U asponopTax siBMAsSeTCA OTSIMYHON
BO3MO>XHOCTbIO BbIXO4a B MHTEPHET. HO MHOrMe akcnepTbl CYUTAIOT, YTO
obwepnoctynHole Wi-Fi ceTn He aBnstoTcs 6e30nacHbIMU.

CoBeTbl No 6e3onacHOCTU paboTbl B obwenocTynHbix cetax Wi-fi:

1. He nepegaBawn cBO NUYHYHO MHOpMaumio Yepes obwenoctynHole Wi-Fi ceTtu.
PaboTas B HUX, )XenaTtenbHO He BBOAUTb NApOnun JOCTYyNa, NOrMHbI U Kakme-To
HOMepa;

2. Vicnonb3ayi n o6HOBNAW aHTMBMPYCHbIE NporpaMmmbl U 6paHamayep. Tem caMmbiM Tbl
obesonacuwb cebsi OT 3aKkaykm BUpyca Ha TBOE YCTPOMCTBO;

3. Mpwu ncnonb3osaHnn Wi-Fi oTknoum pyHkuuio "O6wmnn goctyn K pannam u
npuHTepam". [laHHaa PyHKUMS 3aKpbiTa N0 YMOSTYaHUIO, OQHAKO HEKOTOpbIe
nonb3oBaTeNn akTMBUPYIOT ee Ans yaobcTea ncnonb3oBaHus B pabote unum yuebe;



4. He ncnonb3yn nybnmynbin WI-FI ona nepegaym nuyHbIX AaHHbIX, HAanpuvep ans
BbIX04a B coumaribHble CETU U B ANIEKTPOHHYIO MOMTY;

5. Vcnonb3yin TonbKo 3alumiieHHoe coeanHeHue Yyepes HTTPS, a He HTTP, T.e. npu
Habope BebG-agpeca BBoan nmeHHo "https://";

6. B mobunsHom TenedoHe oTknoum dyHkumio "MogknoveHmne k Wi-Fi
aBTOMaTMyeckun". He gonycka aBToMaTUYeCKOro nogknioyYeHns yCTpoucTBa K CeTAM
Wi-Fi 6e3 TBOErO cornacus.

CoumnanbHble cetu

CouuarnbHble ceTn akTUBHO BXOOAT B HaLLY XXWU3Hb, MHOTME nogu paboTarT U XXUBYT
TaM NoCTOSIHHO, a B Facebook yxe 3apeructpnpoBaH MunnvMapg YenoBek, 4to
ABNAETCA OAHON ceabMOW BCEX XuTtenen nnaHeTtbl. MHOrme nonb3oBartenm He
MOHUMAIOT, YTO MHGOPMALUS, pasMeLleHHas UMM B coUManbHbIX CETSX, MOXET BbITb
HangeHa 1 ncnosib3oBaHa KemM yrogHo, B TOM vucrie He obasatenbHo ¢ bnarumm
HaMepeHUsMU.

OcHOBHbIe coBeTbl N0 6e30NacCHOCTU B cCOUuMalibHbIX CeTAX:

1. OrpaHunyb cnncok apy3en. Y 1ebs B Apy3bsxX HE OOMKHO ObiTb CriyYyarHbIX 1
HEe3HaKOMbIX IMIOAOEN;

2. 3awmiian CBoK YacTHYH XM3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, aaty
TBOEro POXOEHUS U APYrYHo JIMYHYKO MHOpMaLMIo. 3N0OYMbILLSIEHHUKN MOTYT
MCNonb30BaTb JaXe MH(POPMaLMIO O TOM, KaK Tbl U TBOU POAUTENUN NriaHupyeTe
NPOBECTU KaHWUKYIbl;

3. 3awmian cBoK penyTauuto - AEpPXKU €€ B YNCTOTE 1 3agaBan cebe BONpocC: XoTen
Obl Tbl, YTOObLI ApYyrMe Nonb3oBaTenn BUAENN, YTO Thl 3arpyxaewb? MNogyman,
npexane Yyem 4to-To onybsimkoBaTb, HANUCaTb U 3arpy3nTb;

4. Ecnv Tbl roBOpULLb C NIOAbMU, KOTOPbIX HE 3Haellb, He UCMOSb3Yy CBOEe pearbHoe
NMS 1 OPYTYO NNYHY MHOPMaLMN: NMS1, MECTO XXUTENbCTBA, MECTO y4elbl 1
npoyee;

5. N3beran pasmeLleHus otorpadui B UHTEpHETE, rae Tbl N300paXeH Ha MECTHOCTH,
Mo KOTOPOW MOXXHO OMNpeaenuTb TBOE MECTOMONOXEHNE;

6. Mpwn pernctpaunmn B coumanbHON ceTn Heob6Xo0ANMO UCMONb30BaTb CIOXHbIE NAaPOIX,
cocTosilme n3 6ykB 1 UMAP M C KONMYECTBOM 3HAKOB HE MeHee 8;

7. Insa coumanbHOM CeTu, NoYTbl N APYrnX canToB HEOHGXOANMO NCNOSb30BaTb pa3Hbie
naponu. Torga ecnu 1eb4 B3NOMatoT, TO 3MTI0YMbILUNIEHHMKX MOMy4YaT AOCTYN TOMbKO
K OOQHOMY MEeCTY, a He BO BCe cpasy.

QHEKTpOHHbIe AeHbrun

OnNEeKTPOHHbIE OEHbIM - 3TO OYeHb YAOOHbIM cnocob nnaTexen, ogHaKo CyLLeCTBYHOT
MOLLIEHHUKWN, KOTOPbIE€ XOTAT NONYYNTb 3TN OEHBIN.

OneKTPOHHbIE AEHbIM MOSIBUNMCb COBCEM HEO4aBHO M MMEHHO M3-3a 3TOr0 BO MHOIMX
rocygapcrBax 4o CUMX MOp He NPOnMCcaHo NPO HUX B 3aKOHAaX.

B Poccumn xe OHM (PYHKUMOHMPYIOT U O HUX YKE MPOMNUCaHO B 3aKOHe, rae ux
pa3nensitoT Ha HECKONMbKO BUAOB - aHOHWMHbIE U HE aHOHWMHbIE. Pa3Huua B TOM, YTO
AHOHMMHbIE - 3TO Te, B KOTOpbIX paspewaeTca npoBoAuTb onepauun 6e3



noeHTMdurKkaLmMm nonb3oBaTend, a B HEaAHOHUMHbIX WOEHTUdUKaLMS Nofb3oBaTens
sBnseTcs ob6s3arenbHON.

Takke crniegyeT pasnuyaTb 9NEKTPOHHble duaTHble AeHbrn (paBHbl rOCY4apCTBEHHbBIM
BantoTaM) W ONEKTPOHHble HedumaTHble [[eHbrM (HE paBHbl rOCY4apCTBEHHbLIM
BantoTam).

OcHOBHbIe coBeTbl N0 6e3onacHOn paboTe C INEeKTPOHHbLIMU AeHbraMu:

1. MpuBsKM K cHEeTY MOBUIbHBIN TenedoH. OTO camMbli YyOoOOHbIA M BbLICTPbIA cnocob
BOCCTAHOBUTb LOCTYyN K cyeTy. [NpmBa3aHHbIi TenedoH NoOMOoXeT, ecnu 3abynellb
CBOW NNaTeXHbIW Naposib UK 3angellb Ha canT C HE3HAaKOMOro YCTPOWUCTBA;

2. Vcnonb3yn ogHopasoBble naponu. [locne nepexoda Ha YCUMNEHHYHD aBTOpU3aLMIO
Tebe yxe He BygeT yrpoxaTb ONaCHOCTb KpaXku Unn nepexsaTa NnaTeXXHOro napons;

3. Bbibepn cnoxHbln naponb. lNpecTtynHukam OyaeT He npocTo yragaTb CrOXHbIN
naponb. HagexHble naponu - 3To Naponu, KOTopble coaepXaTt He MeHee 8 3HaKoB U
BKMOYAOT B cebs CTPOYHblE M NPONUCHbIe BYKBbI, UMPbl U HECKOSTIbKO CMMBOJIOB,
Takue Kak 3Hak gonnapa, dyHTa, BocknuuaTtenbHbI 3Hak 1 T.n. Hanpumep, $tRONng!;;

4. He BBOOM CBOM NNYHbIE AaHHbIE HA canTax, KOTOPbIM He JOBEpSELLb.

ANeKTPOHHas no4Ta

ONeKTpOHHas noyTa - 3TO TEXHOMOMNA N NpefoCcTaBnsgeMble el yCryrn no nepechbinke u
MNOMNYYEHUIO 3MEKTPOHHbIX COOBLLEHUIN, KOTOopble pacrnpedensalTCad B KOMMbOTEPHON
cetn. OB6blYHO 3MEKTPOHHbLIA MOYTOBLIN AWMK BbIMMSAUT cregyowmm  obpasom:
MMS_Nosib3oBaTensa@umsa_aoMeHa. Takke Kpome nepegayvm npocToro TekcTa, MMeeTcs
BO3MOXXHOCTb NnepegasaTb hannbl.

OcHoOBHble coBeTbl N0 6e3onacHOn paboTe ¢ INEKTPOHHOM NOYTOM:

1. Hapo BbIGpaTth NpaBuibHbIA NOYTOBLIM CepBUC. B MHTEpHETE eCTb OrPOMHbLIN BbIOOP
BGecnnaTHbIX NOYTOBbLIX CEPBUCOB, OAHAKO Jyylle OOBEPsSTb TEM, KOO 3HaeLlb U KTO
NnepBbi B PEUTUHTE;

2. He ykasbiBan B NUYHON MOYTE NMYHYKO MHopmaumo. Hanpumep, nyywe BbibpaTtb
"My3blkanbHbIi_haHat@" nnu "pok2013" BmecTo "tema13";

3. Vicnonb3yn ABYyxaTanHy aBTopu3auuio. ATO Korga noMMMO Naposis HYXKHO BBOAUTL
Koa, npucbinaemMoln no SMS;

4. Bbibepn CnoxHbli naponb. [Ons Kaxgoro noYTOBOrO SlWMKa [OIMKEeH ObiTb CBOW
HaLEeXHbIW, YCTONYUBLIW K B3NTOMY Maporib;

5. Ecnn eCcTb BO3MOXHOCTb HanmcaTb CamMOMy CBOM JfIMYHbIA BOMPOC, UCMOSb3Yyn 3Ty
BO3MOXHOCTb;

6. Micnonb3yn HEeCKONbKO MOYTOBbIX AWMKOB. [lepBbli ANs 4acTHOW Nepennucku c
agpecataMmn, KOTOpbIM Tbl AdoBepsellb. 3OTO ONEKTPOHHbIN adpec He Hajo
Mcnonb3oBaTh NMpPU perncTpaumm Ha popymax u cantax;

7. He oTkpbiBan hannbl n gpyrve BrIOXEHUA B NUCbMax, JaXe ecnu OHW Mpuwnu ot
TBOMX ApYy3en. Jlyylle yToYHN y HUX, OTNpaBnsany nu oHn Tebe atn dannsl;

8. lNocne okoH4yaHWs paboTbl Ha MOYTOBOM CepBUCE MNepen 3akpblTUEM BKMagKM C
canTom He 3abyab HaxaTtb Ha "BbiTn".



Knb6epOynnuHr unu BupTyanbHoe usaeBaTtenbCTBO

KnbepbynnuHr - npecrnegoBaHue coobLlieHns MK, coaepXawumMmm  ockopbreHus,
arpeccuto, 3anyrmBaHuwe; XyfMraHcTBO; couuanbHoe OOWKOTUPOBAHWE C MOMOLLLIO
pas3nn4YHbIX MHTEPHET-CEPBMCOB.

OcHoOBHbIe coBeTbl N0 6opbbe ¢ KN6epoYyNNUHIrom:

1. He 6pocaiica B 6on. Jlyqwmnn cnocob: nocoBeToBaTbCH Kak cebs BECTU U, €CNn HET

TOro, K KOMy MOXHO 00paTUTbCHA, TO BHadane ycnokouTbcsA. Ecnn Tbl HayHelb

oTBeYaTb OCKOpPOMNEeHusIMM Ha OCKOPOMeHMs, TO TONMbKO euwe Bonblle pasoXCKeLlb

KOH(PSIUKT;

YnpaBnsun cBoen kubeppenyrauunen;

3. AHOHMMHOCTb B ceTM MHMMas. CyuwecTBylOT cnocobbl BbISICHUTb, KTO CTOMT 3a
AHOHWUMHbIM aKKayHTOM;

4. He cTtouT BECTU XynuraHckuim obpas BUpTyanbHOW XU3HWU. VIHTEepHET bukcmpyeT Bce
TBOM AENCTBUS U COXpaHSAET Mx. YoanuTb nx dyaeT kpanHe 3aTpyaHUTENBHO;

5. Cobrntogan cBo BUpPTYyarbHY YeCTb CMONOAY;

6. rHopupyn eguHudHbin HeratmB. OpHOpas3oBble OCKOPOUTENbHbIE COOOLEeHUN
nyywe urHopmpoBaTb. OBbIYHO arpeccus nNpekpaLlaeTca Ha HavYanbHOM cTaguu;

7. baH arpeccopa. B nporpammax o6bmeHa MrHOBEHHbIMM COOOLLUEHVSIMU, B
coumanbHbIX CeTAX eCTb BO3MOXHOCTb OfOKMPOBKM OTNpPaBkuU COOBLUEHUA C
onpeferieHHbIX agpecos;

8. Ecnn Tl cBupetenb knbepbynnuHra. TBOM AEWUCTBUS: BbICTYNMUTbL MNPOTUB
npecnegosaTtens, nokasaTb €My, 4YTO ero OeNCTBUS OLEHUBAKOTCA HeratuBHO,
nogaepXxaTb KepTBY, KOTOPOM HyXXHa MCMXONormyeckas nomollb, COOBWNTb
B3pOCHbIM O (pakTe arpecCMBHOro NoOBEeAEHUS B CETHU.

no

Mo6unbHbIN TenedoH

CoBpemeHHble cMapTdOHbl M NnaHWweTbl cogepxaT B cebe BMOMHe B3POCHbIN
yHKLUMOHAn, 1 Tenepb OHM MOTYT KOHKYPUPOBaTb CO CTaUMOHaPHbLIMU KOMMbIOTEPaAMMU.
OpHako, cpeacTB 3alMTbl Anst NOAOOHbLIX YCTPOWUCTB Noka O4eHb Mano. TecTupoBaHue
N NMOWCK YSI3BUMOCTEN B HUX NMPOUCXOAUT HE Tak MHTEHCUBHO, kak ans MK, 1o e camoe
KacaeTcsl U MOOUMNBbHbBIX NMPUMOXEHWUNA.

CoBpeMeHHble MobunbHble 6pay3epbl Yxe nNpakTU4YecKU [OrHanu HacTOMbHblE
aHanory, ogHako paclmnpeHune yHKUMoHana Bne4veT 3a co6oi GonbLUy COXHOCTb U
MEHbLLYIO 3aLUNLLEHHOCTb.

[laneko He Bce NPOU3BOAMUTENWN BbiMyCcKkatT OOHOBNEHUS, 3aKpbiBatoLLMe KPUTUYECKME
yS13BUMOCTM A1 CBOMX YCTPOWCTB.

OcHoOBHbIe coBeTbl AnA 6e3onacHOCTU MobunbHoOro tenecgoHa:

1. Huyero He siBnsieTca no-HacTosiwemy 6ecnnaTHbiM. Byab ocTopoXeH, BeAb koraa
Tebe npegnaratoT 6ecnnaTHbl KOHTEHT, B HEM MOTYT ObITb CKPbIThI KakMe-To
nnaTHble YCNyru;



N

. Ayman, npexae yem otnpasutb SMS, ¢oTo nnun Bngeo. Thl TOYHO 3HAELLb, IAE OHU

OyayT B KOHEYHOM uTOre?

Heobxoanmo oGHOBNATL ONEpPaLMOHHY CUCTEMY TBOErO0 CMapT(OHa;

Mcnonb3yin aHTUBMPYCHbIE NporpamMMbl A51si MOBUINbHBLIX TENEOHOB;

. He 3arpyxan npmnoxeHusi OT HEM3BECTHOIO UCTOYHMKA, BEAb OHM MOryT cofepXaTb
Bpea4OHOCHOE nporpammHoe obecneveHue;

6. Nocne Toro Kak Tbl BbINOELWb C canTa, rae BBOAUI NUYHY MHOPpMaLnio, 3aMan B

HacTpownku Bpaysepa u yganu cookies;

7. MNepuogunyeckn nposBepan, Kakme nnaTHble YCnyrn akTuBMpPOBaHbl HA TBOEM HOMEPE;

. aBawn cBon Homep MOBUITbHOro TeneoHa TONbKO NIASAM, KOTOPbIX Thl 3HaELb U
KOMY AoBepseLLb;

9. Bluetooth gormxkeH GbITb BbIKMOYEH, KOraa Tbl UM He Nonb3yelwbes. He 3abbiBan

MHOrga NpoBepsTb 3TO.

a s w
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Online urpsbl

CoBpeMEHHbIE OHMaMH-UrPbl - 3TO KpacoudHble, 3axBaTbliBalOLME pPa3BNevYeHus,
06beaNHSAOLLME COTHU ThICSAY YENOBEK MO BCEMY MUPY. VIrpOKM nccneayroT AaHHbIA UM
Mup, obliaoTca Apyr ¢ ApPYrom, BbIMOSHAKT 3aJaHud, cpaXatTcs C MOHCTpaMu u
nony4arT onbiT. 3a YAOBOMbLCTBME OHM MNATAT: MOKynawT [OWCK, oOnnadvMBaloT
aboHeMeHT unu npmobpeTatoT Kakme-To onuun.

Bce atm cpeactBa mayt Ha nopgaepXkaHue W pasBUTUE WUMPbl, a Takke Ha camy
6€e30nNacHOCTb: COBEPLLEHCTBYIOTCA CUCTEMbI aBTOPU3aLUK, BbIMYCKalOTCA HOBbIE NaTym
(umncbpoBble 3annaTtku Ans Nporpamm), 3aKpbiBalOTCA YS3BUMOCTM CEPBEPOB.

B nogobHbIX Mrpax CTOMT onacaTbCsi HE CTOJIbKO CBOMX COMEPHMKOB, CKONBbKO KpaXku
TBOEro napors, Ha KOTOPOM OCHOBaHa cucTemMa aBTopu3aunmn OONbLUMHCTBA UTP.

OcHOBHbIe coBeTbl N0 6e30MacHOCTU TBOEro NrpoBOro akkayHta:

1. Ecnu gpyron urpok Beget cebs nnoxo unu cosgaet Tebe HenpuATHOCTU, 3abnokupyn ero B
CMUCKEe UTPOKOB;

2. Noxanynca agMuHUCTpaTopamM MUrpbl Ha MrOXoe MoBedeHWe 3TOro WUrpoka, XenaTtenbHo

NPUNOXNTL Kakne-To JoKasaTernbCTBa B BUAE CKPUHOB,;

He ykasbiBal nnyHyo nHdgopmauuio B npodpamne urpsl;

YBaxan apyrux y4acTHUKOB Mo urpe;

He ycTaHaBnuBain HeodmumnarnbHble NaTyin n Moabl;

Mcnonb3yn CrnoXHble U pasHble Naposiu;

[axe BO BpeMs Urpbl He CTOUT OTKIKOYATb aHTUBMPYC. [1oka Tbl Urpaellb, TBOW KOMMNbIOTEP

MOryT 3apasuTb.

No ok

PUWINHT Unn KpaXa NMNUYHbIX AaHHbIX

O6blyHOM Kpaxewn OeHer U OOKYMEHTOB CEerofHs YXe HWKOro He yauBMLIb, HO C
pasBUTUEM WHTEPHET-TEXHOSIOTMIA 3SI0YMBILSIEHHUKN MEPEMECTUNINCL B WUHTEPHET, U
npoAoskatT 3aHMMaTbes "ndnmsiM" genom.

Tak nosiBMNacb HoBasi yrpo3a: MHTEPHET-MOLLUEHHNYECTBA UM PULLNHF, FMaBHasa Lenb
KOTOPOro COCTOUT B MOSYYEHUU KOH(pMOeHUManbHbIX [aHHbIX nofib3oBaTenen -



NOrnmHOB 1 naponen. Ha aHrnunckom s3bike phishing untaetcs kak domwmHr (ot fishing -
pblbHasa noens, password - Naposb).
OcHoBHble coBeTbl N0 6opbbe ¢ hULMHIoOM:

1. Cnegu 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSI aHkeTa bbina
B3NoMaHa, T0 HeobxoanmMo 3abnokMpoBaTh ee U COoBLWNTL agMUHUCTpaTOpam
pecypca 06 3TOM Kak MOXHO CKOpee;

2. Vcnonbayn 6e3onacHbie BeO-canTbl, B TOM YNCNE, UHTEPHET-MarasnHoB n
MOUCKOBbLIX CUCTEM,;

3. Micnonb3yi CnoXHble U pasHbie naponu. Takum obpa3om, ecnm Tebs B3fniomatoT, TO
3M10yMbILUIEHHWKM NOonyYaT LOCTYMN TOMNBbKO K O4HOMY TBOEMY MPOMOUIIio B CETU, a He
KO BCEM,;

4. Ecnn T1ebs Banomanu, To HeobxoaumMo npeaynpeanTb BCEX CBOMX 3HAKOMBbIX,
KoTopble AobaBneHbl y Tebs B Apy3bsaX, O TOM, YTO Teba B3nomManun u, BO3MOXHO, OT
TBOEro MeHn ByaeT paccbinaTbCAa Cnam U CCbIfIKM Ha (PULLNHIOBbIE CalTbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MOBUIbHbIN TenedoH;

. OTKNouKn coxpaHeHue napons B 6payaepe;

7. He oTkpbIiBan dhannbl U Apyrme BrIOXXeHUs B MMCbMax, JaXe eClii OHU MPULNu oT
TBOMX ApYy3€en. Jlydlle yTOYHU Yy HUX, OTNPaBnsnn i oHn tebe atn hannol.

[o2]

LUundpoBas penyraumusa

LincbpoBas penytaums - 3To HeraTMBHasa Unm No3nTMBHaA MHGOpMauusa B cetn o Tebe.
KomnpomeTupytowasa mnHhpopmaums, pasMelleHHas B UHTEPHETE, MOXET Cepbe3HbIM
obpa3om oTpasnTbCs Ha TBOEW peanbHon Xusnu. "Lindposas penytaumsa” - aTo TBOWM
NMUOX, KOTOPbIA dbopmMupyeTcs n3 nHpopmaumm o Tebe B MHTEPHETE.

TBOe MecTo >XuTenbCTBa, Yy4yebbl, TBOE (PMHAHCOBOE MNOSIOXEHNE, OCOBEHHOCTU
XapakTepa u pacckasbl 0 61nM3Knx - BCe 3TO HaKannmMBaeTCs B CETU.

MHoOrne nogpoCTKM NErkOMbICNIEHHO OTHOCATCA K NybnukaumMm nuUYHOM nHgpopmaumn B
NHTepHeTe, He NoOHMMasi BO3MOXHbIX NOCNeACcTBUA. Thl JaXe HE CMOXeLb JoragaTbCs
0 TOM, YTO hoTorpadus, pasmeLleHHasa 5 neT Hasad, ctana NPUYMHOM OTKasa NPUHATb
Te6sa Ha paboTy.

KommeHTapuu, pasmelleHne TBoux oTorpacmn mn gpyrme OEnWCTBUS MOTYT He
MCYE3HYTb Aaxke Mocne TOro, Kak Tbl UX yaanuub. Tbl HE 3Haellb, KTO COXpaHUI 3Ty
WHpopMaumo, nonana nm OHa B MOWCKOBbIE CUCTEMbI U COXpaHWNnacb N OHa, a
rmaBHOE: 4YTO nogymarT o Tebe okpyxarolwme Noan, KOTopble HangyT U yBUOAT 3TO.
Hantn nHdopmauunio MHOro neT CnycTs CMOXeT Nobon - kak n3 aobpbix NodyxaeHun,
Tak U C HAMEpPEeHUeM NPUYNHUTL Bped. ATO MOXET ObiTb KTO YroaHO.

OcCHOBHbIe coBeTbl Mo 3awuTe LMPPOBON penyTauun:

1. Nogymawn, npexge 4em 4TO-TO nybnukoBaTb M nepedaBaTb y cebss B Grnore wnn B
couuanbHoOl ceTu;

2. B HacTtporkax npocuns ycTaHOBM OrpaHUYeHUst Ha MNPOCMOTP TBoero npodurns u ero
coaepxMMoro, caenan ero Toneko "ans apysen”;

3. He pasmeluarn 1 He ykasbiBan MHpOpMaLMO, KOTopas MOXET KOro-nmbo ockoponate nnm
obwmxaTb.



ABTOpCKOE npaBo

CoBpeMeHHbIe LKOSTbHUKN - aKTUBHbIE MONb30BaTENN LUGPOBOro NPOCTPaHCTBA.
OpHako Janeko He Bce 3HatoT, YTO MOMb30BaHWE MHOMMMU BO3MOXHOCTAMU LIMCPPOBOro
Mupa TpebyeT cobnogeHnsa npas Ha NHTENNeKTyanbHyt0 COOCTBEHHOCTb.

TepMuH "nMHTennekTyanbHas cob6CTBEHHOCTL" OTHOCUTCS K PasfnUYHbIM TBOPEHUSM
4YenoBeYeckoro yma, HaymMHasi C HOBbIX M300peTeHuMrn K 3HakoB, 0OO3HaYaroLLUX
COBCTBEHHOCTb Ha NPOAYKTblI M YCNYyrKM, W 3akaH4MBas KHUramu, doTtorpadmamu,
KMHOUITbMaMU U My3blKanbHbIMU NPOU3BEAEHNSIMU.

ABTOpCKME npaBa - 3TO MpaBa Ha WHTENMeEKTyanbHYl COOCTBEHHOCTb Ha
NpoM3BEeAEHUS Hayku, nutepaTypbl U UCKyccTBa. ABTOpPCKME MpaBa BbICTyNawT B
KayecTBe rapaHTuUm TOro, YTO MHTENNEKTyanbHbIN/TBOPYECKUI TPyL aBTopa He Gyaer
HanpacHbIM, AacT eMy chpaBefsfiMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbrarax
CBOEro Tpyaa, Nony4YnTb U3BECTHOCTb U Npu3HaHne. H1kTo 6e3 paspelleHnsa aBTopa He
MOXEeT  BOCMpOU3BOAUTL  €ro  NpousBedeHue,  pacnpocTpaHATb,  NyBnMYHO
AEMOHCTpUpoBaTb, npogaBaTb, WMMOPTUPOBATb, MyckaTb B npokaTt, nybnu4Ho
MCNONHATb, NOKa3bliBaTb/MCMNONHATL B adhnpe unum pasmewaTs B VIHTepHeTe.

Mcnonb3oBaHue "nuparckoro" nporpaMMHOro obecneyeHusi MOXEeT MpUMBECTU K
MHOIMMM puUCKaM: OT MNOTepU [OaHHbIX K TBOMM akkayHTam [0 O6nOoKMpOBKM TBOEro
YCTPOWCTBA, rAe YCTaHOBIieHa HeneranbHas nporpamma. He ctouT Takke 3abbiBaTb,
4YTO CYLIECTBYIOT reranbHble M GecnnaTHble NporpaMmmbl, KOTOPblE MOXHO HaWTu B
ceTn.



